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Preface

Preface

This section defines the purpose of this document.

About this document

This document enables election officials to verify the software files for the ClearAccess system.

Scope of this document
This document contains the following chapters:
e Chapter 1. Verifying ClearAccess software

e Chapter 2. Installed third-party software

Intended audience

This document is for election officials and election staff who are responsible for operations and
maintenance before, during, and after an election. Clear Ballot personnel also use this document to
support election officials and election staff.

References to ClearVote products

A ClearVote® system can comprise the ClearAccess®, ClearCast®, ClearCount®, and ClearDesign®
products. Jurisdictions are not required to purchase all products. You can ignore references to any
ClearVote products that are not part of your voting system. Also ignore implementation options that
are not relevant to your policies and procedures.

Contact us

Clear Ballot Group welcomes your feedback on our documentation. Please send comments to
Documentation@ClearBallot.com.

If you have questions about using your product, contact your Clear Ballot representative.
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Chapter 1. Verifying the ClearAccess software

Chapter 1. Verifying the ClearAccess software

After installing your ClearAccess software, you need to verify that the SHA-256 hash values of the
installed software match those of the certified version. This process ensures that a third party or
malware has not changed the contents of the software.

1.1 Steps to verify the software
To verify the installed software:

1. At the ClearAccess station, log in to Windows as the ClearAccess user.

The ClearAccess program starts and displays the login screen.
2. Login with the administrator role and password.
3. Insert a USB drive into one of the available USB ports on the ClearAccess station.

4. Click About.
ClearAccess displays the About page.

5. Click the Clear Ballot Product Files tab and then click the Export button.

A message indicates that ClearAccess saved the product information as a CSV file on the USB
drive

6. Click OK to close to close the message.
7. Close the About page and log out of the ClearAccess station.

8. Remove the USB drive from the ClearAccess station and insert it into another computer
running Microsoft Windows.

Another computer is necessary because ClearAccess hardening prevents opening and viewing
the file on the ClearAccess station.

9. Use a text or spreadsheet program, such as Notepad or Excel, to open and view the exported
file.

10. Compare the hash values in the exported file to the hash values in Table 1-1 on page 7.

¢ [f the hash values match, the software is unmodified and matches the certified version.

¢ If the hash values do not match, the software on the station does not match the certified
version. The software has been modified, was improperly installed, or does not match for
some other reason.

11. If a mismatch is found, do one of the following:

¢ Follow procedures of your jurisdiction to resolve the discrepancy.

e Contact Clear Ballot Technical Support for assistance (https://clearballot.com/support).
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Chapter 1. Verifying the ClearAccess software

1.2 Installed ClearAccess product files

Table 1-1 lists the file specification, timestamp, and SHA-256 hash value for each of the Clear Ballot-authored files installed on the
ClearAccess system.

Table 1-1. ClearAccess product files.

File Date File Digest

C:\Program Files 7/11/2022 acb4c33da24f5ebf4ca2d472365660426bf66504651a7e3bb9al14765¢d98751d
(x86)\ClearBallot\ClearAccess\ClearAccess.exe 11:03

C:\Program Files 10/11/2021 c1474ba7da38ddffd2d4e1370143e94bd6a4f5b94f7a977320e933451fdd0cab
(x86)\ClearBallot\ClearAccess\Support\Zebra_ 15:45

CoreScanner_Driver_(64bit)_v3.07.0011\setup.iss

C:\Program Files 10/11/2021 0b161684d6d85d5850e6893d8bd4c640ffce0b7c98f504732a8513261708666a
(x86)\ClearBallot\ClearAccess\Support\Zebra_ 15:46

CoreScanner_Driver_(64bit)_
v3.07.0011\uninstall.iss

C:\Program Files 10/7/2021 7c2ab40cc20b8126535d1ea07d2760b9b2f616053ed975e71ae861122d828944
(x86)\ClearBallot\ClearAccess\Support\Zebra_ 8:45
CoreScanner_Driver_(64bit)_v3.07.0011\Zebra_
CoreScanner_Driver_(64bit)_v3.07.0011.exe

C:\Program Files 8/27/2022 f52616faf6870887495329d1370516ec993654daed0807246b7e0c189021d6ac
(x86)\ClearBallot\ClearAccess\uninstall.exe 1:23
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Chapter 2. Installed third-party software

Table 2-1 lists the third-party software that is installed on the ClearAccess system. Clear Ballot does not modify any of the listed third-party

software.

Table 2-1. Third-party software.

Package Version Description

ClearAccess 2.3.0 32-bit Clear Ballot Group Inc
Elo Touch Solutions. EloMultiTouch 6.8.0.19 6.8.0.19 64-bit Elo Touch Solutions, Inc.
Google Chrome 97.0.4692.99 64-bit Google LLC

Intel(R) Chipset Device Software

10.1.17861.8101

64-bit HIDDEN COMPONENT Intel
Corporation

Intel(R) Chipset Device Software

10.1.17861.8101

32-bit Intel(R) Corporation

Intel(R) Processor Graphics

26.20.100.6913

32-bit Intel Corporation

Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14.24.28127

14.24.28127.4

32-bit Microsoft Corporation

Microsoft Visual C++ 2019 X64 Additional Runtime - 14.24.28127 14.24.28127 64-bit HIDDEN COMPONENT
Microsoft Corporation

Microsoft Visual C++ 2019 X64 Minimum Runtime - 14.24.28127 14.24.28127 64-bit HIDDEN COMPONENT
Microsoft Corporation

Realtek High Definition Audio Driver 6.0.8734.1 32-bit Realtek Semiconductor Corp.

ST Microelectronics 3 Axis Digital Accelerometer Solution 4.22.0094 32-bit ST Microelectronics
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Table 2-1. Third-party software. (continued)

Windows Driver Package - Zebra Technologies Inc. (WinUSB) WinUSB 03/31/2018 64-bit Zebra Technologies Inc.
devices (03/31/2018 1.0.0.6) 1.0.0.6
Zebra CoreScanner Driver (64bit) 3.07.0011 64-bit HIDDEN COMPONENT Zebra
Technologies
Zebra CoreScanner Driver (64bit) 3.07.0011 32-bit Zebra Technologies
- J
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